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Mobile Testing Environments 
[The following is an excerpt from my upcoming book, Mobile Testing: An ASTQB-BCS 
Foundation Guide, coming out in summer 2018.  This section talks about the important 
issue of mobile test environments.] 

 

Earlier in this book, I gave the example of my client that gave iPhones to all the 
sales associates in their stores.  Because of that, they have a fairly homogeneous 
environment. This is true not only of the client-side, but also the connectivity in 
the stores (through the in-store Wi-Fi installed by them) and the back-end servers 
in the stores and in their data centers. 

In terms of mobile testing, this homogeneity makes them the exception that 
proves the rule, as the saying goes.  They don’t have to deal with widespread 
and unpredictable environmental diversity.  What diversity they do have is due 
to deliberate decisions. For example, they have to depreciate the iPhones, so over 
time there came to be multiple generations of iPhones in stores. 

Alternatively, consider an organization that’s building an app for Android 
devices.  There’re a lot of different Android phones out there.  Further, as we 
discussed earlier, the Android phone vendors continue to add new features, 
which helps them avoid the commoditization fate that befell the makers of PCs. 
This constant stream of new features and updates means yet more diversity 
because you’ve got to support the previous stuff as well the new stuff and the 
changed stuff. 

So, in general, the level of variation with mobile environments is much higher 
than PCs or laptops.  People entering mobile testing sometimes make the mistake 
of thinking, “Okay, it’s a smaller screen and a soft keyboard—except when we 
use a Bluetooth keyboard—so how different could it be from testing PC apps?”  
Well, the differences can be very significant and very important for testing. 

Now, the gold standard of software testing is an environment that is an identical 
replica of the production environment. That’s always a challenge, even with 
homogeneous environments. However, in mobile testing, given the diversity of 
environments, production replica test environments are often impossible, not 
only due to cost, but also due to the inability to know for sure what your user 
base is doing.  
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So, in this section, we look at some things you need to think about in terms of 
your test environments. 

Connectivity and Memory 

Most mobile apps rely to some extent—often a great extent—on data 
connectivity to enable their functionality. So, data connectivity is a key element 
in your test environments.  This includes, obviously, both cellular and Wi-Fi 
connectivity.  However, if you’re thinking, “That’s easy enough, because cellular 
connectivity is cellular, and Wi-Fi connectivity is Wi-Fi,” well, no, it's not that 
simple. 

For one thing, cellular networks continue to advance in terms of their 
technologies, and mobile devices usually support current and previous 
technologies. So, my connection changes as I move around, towards or away 
from the cell tower, both in type of connection and strength of signal, and 
perhaps my connection gets handed off to another cell tower during a data 
transfer. 

There are similar issues with Wi-Fi. You have different standards and 
frequencies and speeds.  Signal strength and connection type can vary as you 
move in relation to the access point you’re connected to, and you can get handed 
off to another access point during a data transfer here, too.  To experience this—
or to test it on your app—go to a public place like a mall, airport, or hotel and 
walk around while doing intensive data transfers such as e-mailing image 
attachments and downloading or streaming audio or video.   

You also have non-network connectivity that can affect your app or be used by 
your app, such as near-field communication (NFC), Bluetooth, USB, HDMI, 
Infrared, and more. You can have proprietary types of connectivity, such as the 
LG phone that has an ability to do screen mirroring on LG TVs.   

Again, the nature of mobile apps is to be used in a mobile and dynamic setting, 
so not only do you have to consider all these modes of connectivity, you also 
have to think about what happens with them.  For example, how reliable are 
they?  In situations where people might be moving around, what happens if the 
connection is lost and then reestablished?  What happens if the throughput rates 
go up and down because people are moving and because network usage by 
others varies?  How do such changes in throughput and connectivity interact 
with over the air app installations, updates, uploads, or downloads? 

For example, the built-in podcast app on one of my phones exhibited a 
particularly irritating bug in this regard. To be able to listen to podcasts offline, it 
had to be able to download and store the episodes, not just stream them.  It can 
take a while to download a podcast if it’s an hour long news podcast, especially 
if it’s a video podcast. Now, that’s unavoidable, but here’s the bug: if the app was 
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part way through the download—no matter 10%, 50%, 75%, or even 99%—and 
the connection dropped, the app would give a failure message, delete however 
much of the file it had downloaded, and then immediately start over. Worse yet, 
if you had four or five episodes queued up to be downloaded, it would start on 
the same file it had failed on, which could result in an almost endless loop of 
failures if that particular podcast file was big.  And oh yeah, the same brain-dead 
behavior occurred when the connection dropped or timed out on the podcast 
host server side, such as when the server’s local network was congested or the 
server itself was overloaded.  The whole thing was really frustrating. 

This is the type of thing you need to test.  Signals will go up and down, vary in 
strength, and change in type.  If your app downloads or uploads data, it should 
keep track of how much has been received or sent, so it can simply resume when 
interruptions occur. Don’t make your users watch the app retry over and over 
again, or, worse yet, force the user to initiate the retries. Use equivalence 
partitioning to identify different events that can result in interruption, as well as 
boundary value analysis to identify minimum acceptable download speeds, and 
make sure you cover those. 

Another important consideration is memory and storage, which is similar in 
complexity to connectivity.  You have the RAM, the Random Access Memory, 
which is used by all running programs.  There are also various kinds of file 
storage, such as the built-in storage, SD cards, and potentially external storage, 
such as a USB flash drive connected to an Android phone. For the different types 
of file storage, you need to use equivalence partitioning and also boundary value 
analysis, because minimums and maximums are important for storage and 
memory.  

Like connectivity, memory and storage are shared resources.  So, you must not 
only look at your app’s use of memory and storage space, you also have to look 
at your app’s interaction with other apps via memory and storage, and how 
cohabiting apps can affect your app. For example, some apps running on a 
mobile device can be memory hogs and storage hogs, not just CPU hogs and 
network throughput hogs.   

A problem specific to memory is the potential for memory leaks.  A memory leak 
can happen when data is allocated from what’s called heap storage. This is a little 
technical, but I hope I can explain it even if your background isn’t programming, 
because it’s useful to understand how this works. 

In typical programming languages, there are two types of memory a program 
can use while it’s running, heap and stack. You can think of stack memory as 
similar to a deck of cards, with cards representing chunks of information that the 
program wants to use. The deck of cards metaphor isn’t perfect, because these 
cards of information are always added to and removed from the top of the deck 
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only, and the information on each card is available and visible wherever the card 
is in the deck. The stack is managed in a predefined fashion, according to the 
rules of the programming language, so this type of memory can’t leak, though it 
can be exhausted. 

Now, the heap is a different story. Imagine information being stored in 
waterproof boxes of various sizes, and thrown into a pool. A box can be retrieved 
by means of a cord attached to the box any time you want to examine the 
information in the box or remove the box from the pool. There is a limit to how 
much total volume of boxes can be put into the pool, because assume you’re not 
allowed to add a box to the pool if it would make the water in the pool overflow 
the edges.  

Now, suppose that someone cuts one of the cords leading to a box, or loses the 
cord in the pool. That’s what a memory leak is like. The box remains in the pool, 
consuming some of the available volume, but you can’t get to the box.  Assume 
you can’t dive in and retrieve the box or scoop it up with a net. That bit of 
available space in the pool for storage is lost. In computer terms, that loss is 
described as a leak, though I admit that seems a bit opposite with the metaphor 
I’m using here.   

So, with that metaphorical description in place, let me give the more technical 
explanation of memory leaks, heap memory, and stack memory.  Not all 
programming languages allow the programmer to directly manipulate heap 
memory, but some programming languages such as C and C++ do. In other 
programming languages such as Java, the language manipulates the heap 
memory for you, similar to the stack.  In all programming languages that I’m 
familiar with, the compiler automatically generates software code that controls 
the stack.  When you create variables, the variables go on the stack, but those go 
away when a particular function ends. 

Heap memory is not like that. Heap memory, once allocated by a program, stays 
allocated as long as the program continues to run or until the program 
deallocates the memory. This is how memory leaks, because, if heap memory is 
allocated and then the program loses track of it and doesn’t deallocate it, the 
memory space remains reserved by the program. 

So, what can you do about memory leaks? One important tool is reliability 
testing, as we discussed in chapter 3. However, it’s also important that teams use 
static analysis and code reviews, because reliability testing for memory leaks can 
be a hit-or-miss proposition, and memory leak failures are often irreproducible. 

Stuff Happens, So Test for Stuff 

As I’ve said, mobile apps exist in a dynamic, changing environment, which 
means that stuff will happen.  That stuff includes various kinds of disruptive 
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events and interruptions that can affect your app. So, when designing and 
implementing your test environment and your tests, you need to think about 
how you simulate those kinds of events as realistically as possible.   

As I’ve mentioned, you need to test situations where connections go up and 
down and change properties. You also have to simulate bottlenecks, because 
even if you’ve got a strong connection, you could have a bottleneck somewhere 
in the network that results in abysmally slow data flows between your app and 
the server. 

Cables can get disconnected.  For example, if you have a USB cable and your app 
is copying files to or from a connected PC, what happens if the USB connection 
fails because somebody disconnected the cable?   

What happens if there are problems on the server side that result in your app 
receiving garbled or incomplete information, or no information at all?  Your app 
needs to be robust and provide good, intelligible error messages when those 
things happen.  

I’ve already mentioned interruptions of downloads, but there are many other 
types of interruptions. You can have a situation where your app is running or 
perhaps updating, and some interruption occurs.  An interruption could be an 
incoming call, an incoming text message, a Facebook notification, a Twitter 
notification, an Instagram notification, breaking news, or any of the other dozens 
of ways your mobile device and its apps can be interrupted. You may have heard 
people say something like “my phone exploded,” which usually means massive 
numbers of interrupts from messaging and social media apps.  So, test what your 
app does when someone's phone explodes. 

What happens when the battery gets low or even runs out?  How do power 
saving modes affect your app? 

Overheating can happen, which changes the behavior of the device and the apps 
running on it. How will your app respond? This is an especially important 
question if your app is designed to be used outside. However, as one reviewer of 
this book mentioned, charging the phone, calling with the phone, or using other 
apps or devices on the phone generates heat.  Overheating can damage the 
device in the worst case, so you should test your app’s ability to monitor 
temperature and enforce limits.   

What happens when a remote device fails? Will that impact your app? 

This is a partial list, to get you thinking. Think of all the different things that 
could go wrong and check to see what happens to your app.  Remember, if you 
don’t look first, the users will eventually be exposed to what happens, and it 
might not be pretty. If so, the users will write reviews on the app stores that say 
your app is bad because it doesn’t handle the real world very well.   
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Device Capabilities and Features 

In addition to the other items in the environment, you also have to think about 
the device itself.  For example, if your app uses the camera to read QR codes, you 
must consider the different cameras, camera resolutions, settings that the 
cameras could have, and so forth. 

You should consider screen size. For example, if you’ve got an app that is 
designed to display really detailed images, that’s not going to look so good on a 
small screen.   

You also need to consider lighting. This is an area where my Android phone has 
problems. Often, it tries to dim the screen, I assume to try to conserve battery 
power, based on the ambient light. That’s fine, but, when I’m playing videos on 
my phone, I’ve noticed fairly frequently that it gets it wrong and it dims it too 
much.   

Does your application use GPS?  If so, you have to consider different locations, 
network connections, and other kinds of connections. Similarly, if your app uses 
data from accelerometers, gyroscopes, and magnetometers, you need to think 
about the different variations there.   

If your app uses heart rate sensors, you need to consider how those could work 
and also how they could fail. 

At the very least, you’ll need to use equivalence partitioning. This starts with 
identifying all of the different options that can apply to these different factors, 
and covering those at least once. If you think that these device features are high 
risk, or that particular kinds of interactions are high risk, then you might use 
pairwise combinatorial techniques to look at pairs of combinations. 

Now, pairwise testing is for testing capabilities and features that are not 
supposed to interact, to look for inadvertent interactions.  When you have 
capabilities and features that are supposed to interact, and you need to test for 
proper interaction, that’s when you use things like decision tables and domain 
analysis.  

Decision tables are covered at the Foundation level.  Domain analysis is covered 
at the advanced test analyst level.  Domain analysis is a very powerful technique 
for certain kinds of situations where one or maybe two factors change the way 
that factors interact.1   

                                                 

1  Time precludes getting into the difference between equivalence partitioning and pairwise 
testing, but I refer you to pairwise.org if you’re not familiar with that.  You can read 
detailed descriptions of pairwise testing, domain analysis, and decision tables in my 
book, Advanced Software Testing: Volume 1 (2008, revised edition 2016). 
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Data Handling and Protocols 

Part of setting up your test environments is designing and implementing the test 
data and test data protocols. The mobile device itself is a source of data; for 
example, from a user typing something in or doing various kinds of gestures, the 
device can generate data such as GPS information and so forth.  Data can be 
downloaded from a server.  There can be some sort of peripherals connected, 
such as a Bluetooth keyboard, so you can have data that’s flowing from outside 
the device to the device and from the device to the outside. Since many of these 
situations involve the flow of data onto and off of the device, that potentially 
adds security issues.   

You need to consider the different kinds of data that can be sent, received, stored 
locally, and stored remotely. Equivalence partitioning of the kinds of data that 
the app sends, receives, and stores, and the way in which it sends, receives, and 
stores data, is a smart way to approach this. 

Be careful, though, not to restrict yourself to purely functional testing. If you do 
that, you might think, “Okay, the data is fine under all the different functional 
test conditions, therefore I don’t have any data issues.”  No, you also need to 
consider reliability.  You should run your reliability tests, and, afterward, look at 
the data to ensure completeness, correctness, and integrity. The same applies 
with security testing as well as portability and interoperability testing. 

When checking these functional and non-functional tests for unwanted side-
effects on data, be sure to check both the client side and the server side.   

Look at the different protocols that are used.  Are you testing, for example, all the 
different cellular network types?  You should use equivalence partitioning to 
ensure that you’ve covered all the different protocols.  If you use simulators, 
ensure that the simulators are adequately covering those protocols as well. 

 

What Does a Cubic Meter of Devices Cost? 

I was speaking to a small group of a tech folks, CIOs, IT people, developers, and 
testers in a special consulting session about mobile testing in Moscow.  One of 
them said, “In order to do our testing well, we need a cubic meter of devices in 
our test lab.”  Typical Russian sense of humor, very sardonic, which I personally 
find very funny. Part of the humor of the comment is the element of truth. 

A cubic meter is about 60,000 cubic inches or about 30 cubic feet.  It’s a big box.  
You probably don’t want to buy a cubic meter of devices, especially since you 
would also have to maintain them. However, what if that’s about what you need, 
device-wise, to test? 
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Rather than own all of those devices, why not rent, borrow, or virtualize some of 
them? Obviously, there are some main ones that you need, your core devices, 
which you’ll want in your test environment.  

For less central devices, you have various options.  There are open device labs.  
You can use crowd sourcing.  You can use test labs.  You can use virtualization.   

Now, I had a client tell me at a conference that they had completely given up on 
simulators and emulators for mobile testing.  They were doing one-hundred-
percent testing on real devices of one kind or another, including cloud-based 
devices. When I asked why, he said they were testing games, and had found they 
couldn’t get good feedback on how the game would work in a simulator.  

However, another client who overhead the remark told me that they use 
simulators all the time. His app is a relatively standard business application, 
limited to basic inputs from the keyboard and displaying data.  So, the type of 
app you’re testing can determine whether certain device-coverage options are 
suitable. 

[If you’ve enjoyed this excerpt and are looking forward to reading more, watch for news 
from us about when the book hits the shelves this summer.] 


